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1 Introduction

Microsoft 365 is a very popular productivity cloud solution. Each customer has their own
tenant which stores their data, applications and configuration. Using the Administration
Portal (https://admin.microsoft.com) each customer can configure and manage their tenant.

Many companies are adopting DevOps practices and are interested in applying them against
Microsoft 365 as well. Infrastructure as Code and Continuous Deployment/Continuous
Integration (CD/CI) are important concepts in DevOps.

Microsoft365DSC is a PowerShell Desired State Configuration (DSC) module which can
configure and manage Microsoft 365 in a true DevOps style: “Configuration-as-Code”.

1.1 Microsoft 365 and DevOps

When you perform management of your Microsoft 365 tenant manually, there is no way to
consistently deploy changes and to monitor for changes. By using “Configuration-as-Code”
principles, you document/define the configuration of your tenant in code. You can then
deploy this configuration programmatically to your tenant and periodically check if the
defined/intended configuration still matches the actual configuration. The tool that allows
you to do this is Microsoft365DSC (https://microsoft365dsc.com).

By adding CD/CI capabilities, for example by using Azure DevOps, you can also add
additional quality gates making sure changes to your configuration are deployed in a

controlled and consistent way.
b |
Validate & Approve
Azure Admins
KeyVault A
O a5 Microsoft 365
Deploy

Fork 2. Main Get 6 / 7 Staging
Adminl Create Repository Credentials . .
Pull Request
? . . -
v Compile Deploy =
MOFs MOFs
Check 5
Build ~' - Release
Pull Requ;:t 4 pipeline Plpellne
Code Review
& Merge PR 9
B .
. J L Be Microsoft 365
Build Admins Production
Pipeline 1

Add/Modify/Delete

Adminl

Steps:
1. Admin1 updates the configuration in his personal copy (fork)
2. When done, Admin1 creates a Pull Request to have his changes merged into the Main
repository
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w

The quality assurance process starts:
a. An automated process runs certain quality checks against the Pull Request
b. Other admins validate the changes via a peer review process.

4. When both succeed, the Pull Request is merged.

5. The Merge initiates a Build pipeline, which retrieves credentials from Azure Key Vault
and compiles what are known as MOF files

6. Once the Build pipeline completes successfully, a Release pipeline starts, which
deploys the generated MOF file to the Staging environment

7. After a successful deployment, the Release pipeline sends a notification to the admins
and waits for approval

8. The admins check if the change has been deployed successfully and if the desired
result has been achieved. If that is the case, they approve the deployment.

9. After the approval is given, the Release pipeline performs the deployment to the
Production environment

10. The change has now been automatically and consistently deployed to all

environments

1.2 Setup

In this document we are going to describe the process and steps required to implement a
basic Configuration-as-Code setup using Microsoft365DSC, Azure DevOps and Azure Key
Vault. Changes to Microsoft 365 are made within a Git repository in Azure DevOps and then
fully and automatically deployed to a Microsoft 365 tenant.

The setup we are using looks like this:

.
I VM Qﬂ-
VM with Agent
P E——— ? Microsoft 365

Azure Key Vault

Code Repository

A=ziire DeauvDS Microsoft
Azure DevOPS 1|‘c osoft
Azure

1.3 Assumptions
This document assumes you are familiar with creating and deploying PowerShell Desired
State Configurations (DSC).

= Microsoft
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IMPORTANT: If you are new to PowerShell DSC, please first check out the first two links in
paragraph 9.1. These are recordings of two very good PowerShell DSC training courses that
will give you a good understanding of what PowerShell DSC is and how it works. A good
foundation for the skills you need when working with PowerShell DSC.
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2 Solution Description

This solution consists of multiple components. In this chapter, the solution is described in
more detail.

2.1 DevOps Configuration
In Azure DevOps, you can use various components:

- Build and Release pipelines

- Microsoft Hosted Agents and Self-Hosted Agents
This solution uses all these components.

211 Build Pipeline

The Build pipeline is responsible for running the Build script, which compiles the DSC
configuration into a MOF file. It is using Microsoft Hosted agents to run the Build script, since
the requirements for compiling DSC configurations are limited and can easily be covered by
the Microsoft Hosted agents.

The Build script prepares the Microsoft Hosted agent, reads the data files, retrieves the
required information from Azure Key Vault and uses this information to compile the MOF file.
Each environment has its own data file (in the DataFiles folder) and will compile its own MOF
file.

NOTE: This solution only uses one environment, but you can extend this if needed.

The result of the Build script is an Output folder in which all components are placed that are
required for the deployment of the MOF files. These are:
- The MOF files themselves
- The deployment script
- The DSCResources.psd1 file, to determine which version of Microsoft365DSC is used
and must be installed.

At the end of the pipeline, the entire Output folder is packaged as a Zip file and attached to
the Build pipeline as an artifact.

2.1.2 Release Pipeline
This solution creates two Release pipelines:
- For deploying the DSC configuration to the environment(s)
- For checking the compliance of the environment(s) with the latest configuration

The Release pipelines use Self Hosted agents (on a virtual machine) to run the corresponding
scripts.

The deployment pipeline uses the Build artifacts to deploy the generated MOF file to the
corresponding environment. The deploy script prepares the self-hosted agent by installing
Microsoft 365 authentication certificate (if not present), installing Microsoft365DSC (including
all required modules) and deploying the MOF file to the specified environment. Each
environment will be its own stage in the Release pipeline.
= Microsoft
Page 8



Managing Microsoft 365 in true DevOps style with Microsoft365DSC and Azure DevOps

NOTE: This solution only creates one Stage for one environment, but more stages can be
created if needed.

The compliance pipeline uses the Build artifacts to check if all environments are still
compliant with the desired state. It retrieves all MOF files in the artifact and runs a
compliance check for each of them.

When done, it will create a summary report and either send this via an e-mail or via a Teams
channel message. This is configurable in the script.

2.2 DSC configuration
The DSC configuration uses so-called Composite Resources, which are a way to structure DSC
resources into separate configurations. So instead of creating:
One huge DSC configuration with all DSC resources for all workloads, which will
become very hard to read and maintain.
You now have multiple smaller and dedicated composite resources and one main DSC
configuration (M365Configuration.ps1) which is responsible for calling each of the composite
resources.

For this purpose, a M365Config module is created (included in the scripts) which contains a
composite resource for each workload. Each composite resource contains all DSC resources
for that workload, which makes it much easier to read and maintain.

Note: See the link in “Composite Resources” paragraph 9.1 for more information on
Composite resources

2.3 Customize the solution

Of course, you can update the setup described and/or the DSC configuration to fit your
specific situation. Better yet, you should update the sample configuration with your own
settings!

As mentioned earlier, the current solution only uses a single Microsoft 365 tenant /
environment (named “Production”), but this can be extended to include multiple
environments like Test and Acceptance tenants. To do this:
- Create an account and app registration in each tenant (paragraph 4.2)
- Add a data file to the DataFiles folder for each tenant and update this with the correct
information for that tenant (paragraph 5.1)
- Populate the secrets for that environment in Azure Key Vault (paragraph 5.2)
- Add a new stage to the release pipeline for each new environment. Make sure you
update the value of the “"Environment” parameter with the name of the newly created
data file (paragraph 5.3.2)

Microsoft
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e In the configuration window for the Azure PowerShell task, configure the following
settings:

o Azure Subscription: "KeyVaultConnection” or whatever name you gave the
service connection

o Select "Script File Path" as "Type" and browse to the "deploy.ps1"‘ file by
clicking the “..." button

o Enter "-Environment‘ as Script Arguments

o Select "Stop” as ErrorActionPreference and check the “Fail on Standard Error”
checkbox

The solution is targeted to a specific version of Microsoft365DSC which is v1.22.1019.1 - the
most recent version at the time of writing. If you want to use a different version of
Microsoft365DSC, edit the DscResources.psd1 file in the repository and enter the desired
version.

2.4 App Registration Overview

This solution is using various App Registrations in various places. This paragraph provides an
overview of all user app registrations and their purpose. The rest of this document refers to
the numbers in this overview:

Nr Name Description

1. Microsoft 365 authentication  This app registration is used by Microsoft365DSC to
authenticate with the Microsoft 365 tenant using
application credentials. Each tenant you are managing
using this solution requires its own app registration.

The process to create this app registration can be found in
paragraph 4.2.2.

2. Azure authentication The Azure DevOps project is using this app registration to
authenticate with Azure and retrieve credentials from the
Azure Key Vault.

The process to create this app registration can be found in
paragraph 4.5.1.

3. Mail authentication If you choose to use e-mail to send status reports, you
need an app registration to authenticate against Microsoft
365 so you can use that as SMTP server.

The process to create this app registration can be found
here:
https://learn.microsoft.com/en-us/graph/auth-register-
app-v2
https://learn.microsoft.com/en-us/graph/auth-v2-
service#2-configure-permissions-for-microsoft-graph
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3 Prerequisites
3.1 Virtual Machine

To deploy DSC configurations, we require a machine that will serve to perform the actual
deployment to Microsoft 365. This can either be a physical or virtual machine; in this guide
we assume the use of a virtual machine. The requirements for this virtual machine are:
1. Windows Server 2016 / Windows 10 or above
o Recommended to have at least 2 CPUs and 8GB of memory.
O x64 version is required.
Note: Using the ARM version of Windows is not supported

2. .Net Framework 4.7 or higher
O https://dotnet.microsoft.com/download/dotnet-framework

3. PowerShell v5.1
o Installed by default on all current versions of Windows Server

Note: Later PowerShell versions aren’t supported at this time, because some modules
used by Microsoft365DSC don’t support those PowerShell versions yet.

3.2 Azure DevOps
We are using Azure DevOps to store, compile and deploy the configurations. This means we
need:

1. An Azure DevOps tenant and permissions to configure this tenant

2. A project in Azure DevOps

3.3 Azure

To be able to connect to Microsoft 365, you need credentials and a way to store these
securely. This solution uses Azure Key Vault to store the password, application secret or
certificate securely. The pipelines use Azure Key Vault to retrieve the required information
when this is needed.

3.4 Microsoft 365
We also need a Microsoft 365 tenant, which will be managed using Microsoft365DSC.

In this tenant we need:
1. An account with Global Administrator privileges, used to access the Admin Portal
2. A service account with Global Administrative privileges, used to deploy settings using
DSC
o This account does not support being configured to use Multi-Factor
Authentication
o The actual required permissions will depend on the resources used and
workloads configured (e.g. Exchange Online, Teams)
3. An App Registration with the appropriate permissions to Microsoft 365
o Steps to create this app registration are described in paragraph 4.2.2 of this
whitepaper

Microsoft

Page 11


https://dotnet.microsoft.com/download/dotnet-framework

Managing Microsoft 365 in true DevOps style with Microsoft365DSC and Azure DevOps

3.5 Licenses
You can either use a fully licensed or a trial version of the above-mentioned products.

Microsoft365DSC is open-source and available under a MIT license
(https://github.com/microsoft/Microsoft365DSC/blob/master/LICENSE), which means that
you do not need to purchase any license and can use it for free.

= Microsoft
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4 Preparation
41 Preparing the Virtual Machine (Phase 1)

411  Configure PowerShell requirements
This solution needs a few components to be installed for it to work. In this step we are going
to install these components:

e Log on to the virtual machine with Administrative credentials
e Open an elevated Windows PowerShell window
e Update PowerShellGet by executing the following commands:

Install-PackageProvider NuGet -Force
Install-Module -Name PowerShellGet -Force

Note: If you run into issues downloading these updates, check out the following
article: https://devblogs.microsoft.com/powershell/powershell-gallery-tls-support/

Note 2: It is possible that the PowerShell Gallery isn't registered correctly in your
installation. In that case "Get-PSRepository” will not return any results. If so, run the
following command:

Register-PSRepository -Default

¢ |Install the Az.KeyVault module by executing the following command:

Install-Module Az.KeyVault -Force

This command should install the Az.KeyVault and Az.Accounts modules to
"C:\Program Files\WindowsPowerShel\Modules” folder.

¢ (Windows client versions only) Enable Windows Remote Management by executing
the following command:

Enable-PSRemoting -Force

4.1.2 Create Azure DevOps agent service account
The Azure DevOps agent needs a service account with the correct permissions. In this step we
are going to create this account and assign local Administrator permissions:

¢ Log onto the virtual machine
e Open “Computer Management”

e Create a local service account, for example: “DevOpsAgent”

This account will be used to run the Azure DevOps agent with, which is used by Azure
DevOps to deploy configurations to Microsoft 365.

Note: Make sure you use a long and complex password.
e Add this account to the local Administrators group

Microsoft
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413  Creating the Microsoft 365 authentication certificate
To authenticate against Microsoft 365, we need a certificate. In this step we are going to
create a certificate:

e Log onto the virtual machine with administrative credentials
e Open an elevated Windows PowerShell window

e Create and export a new authentication certificate by running the following
PowerShell commands:

o NOTE: Update the [PASSWORD] parameter to your own password
SclientCert = New-SelfSignedCertificate -Subject
"CN=Microsoft365DSC" -CertStorelLocation "Cert:\LocalMachine\My"
-KeyExportPolicy Exportable -KeySpec Signature

Spassword = ConvertTo-SecureString -String " [PASSWORD]" -
AsPlainText -Force

Export-PfxCertificate -Cert SclientCert -FilePath
C:\M365ClientCert.pfx -Password S$password

Export-Certificate -Cert S$clientCert -FilePath
C:\M365ClientCert.cer

For more information on creating a certificate for application authentication, see:
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-self-
signed-certificate

e Copy the created file "C:\M365ClientCert.cer” and store it for later use

e Run the following command, copy the displayed Thumbprint and document it for
later use

SclientCert.Thumbprint

Note: Repeat these steps for each environment you are going to manage (only one
environment described in this whitepaper). More information about implementing more
environments, see paragraph 2.3.

414  Configure the Local Configuration Manager
We need an encryption certificate to encrypt the credentials used in the DSC configuration. In
this step we are creating this certificate:

e Log onto your virtual machine with administrative credentials

e Open an elevated PowerShell ISE and run the following command
ScertForDSC = New-SelfSignedCertificate -Type
DocumentEncryptionCertLegacyCsp -DnsName 'DSCNode Document
Encryption' -HashAlgorithm SHA256 -NotAfter (Get-

Date) .AddYears (10)

= Microsoft
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NOTE: This will create a self-signed signing certificate for the Local Configuration
Manager to use. You can also use a certificate created via a Certificate Authority.

Run the following command and document the value:
ScertForDSC.Thumbprint

Export the certificate to a CER file (required during the MOF compilation) by running
the following command:

Export-Certificate -Cert S$certForDSC -FilePath
C:\DSCCertificate.cer

In the PowerShell window, browse to the folder “C:\M365Dsc”
o Create this folder if it does not yet exist

Paste the following code in the white script pane:

Configuration ConfigurelLCM

{
Import-DscResource -ModuleName
PsDesiredStateConfiguration

node localhost

{

LocalConfigurationManager

{
ConfigurationMode = "ApplyOnly"
CertificateId = S$certForDSC.Thumbprint

}

Configurelcm

Run the code (press F5 or click the green “Play” icon)
Q Administrator: Windows PowerShell 1SE
File Edit View Tools Debug mf\dd-ons Help

L] H -{ B » ) B E] [7]] Y ) ’; 1l 1 B e

| Untitled.ps1* X

& Configuration ConfigureLCM

7

a1

8 Import-DscResource -ModuleName PsDesiredStateConfiguration
9

10 node localhost

11 [

12 LocalConfigurationManager

13 [

14 ConfigurationMode = "ApplyOnly”

15 Certificateld = ScertForDSC. Thumbprint
16 1

17 T

18 [ H

19
20 ConfigureLcm

A prompt will be shown indicating that the localhost.meta.mof has been created.
Note the output path and replace the string <OutputDirectory> with it, below.
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Run the following command to deploy the Local Configuration Manager config:

Set-DscLocalConfigurationManager -Path <OutputDirectory>
-Verbose

The output should look like this:

P5 C cLocalConfigurationM -path C
/ "5 uration:

ng parameters, '°
r, 'namespaceName'

UTOMATIONV with

in 0.0210 s

in

nfigurationManager finished in 0.118 seconds.

To validate a successful configuration of the thumbprint, run Get-
DscLocalConfigurationManager. The “CertificatelD” parameter should now show the
Certificate Thumbprint of your certificate and the “ConfigurationMode” should show
“"ApplyOnly”.

PS5 C:\M365D5C> Get-DsclocalConfigurationManager

ActionAfterReboot : ContinueConfiguration
AgentId : 0DC476C8E-2937-11ED-83CE-000D3AA93695
AT Truodn ] sMvarhlieit e Falca

CertificateID 600945 30ACBSFSEG7EDFF394 843941 A43193EEEB
LUIII-igu['ﬂLiU['ILIUH['I-IIJdl.i'IﬂIIdgCl"J T

ConfigurationlD

ConTigurationMode ApplyOnTy
ContigurationModeFreguencyMins 15

Credential

DebugMode

DownloadManagerCustomData

DownloadManagerName

LCMCompatibleVersions

LCMState

LCMStateDetail

LCMVersion

StatusRetentionTimeInDays

SignatureValidationPolicy

SignatureValidations

MaximumDown1oadSi zeMB

PartialConfigurations

RebootNodeIfNeeded

RefreshFrequencyMins

RefreshMode

ReportManagers

ResourceModuleManagers

PSComputerName

Note: We configure the ApplyOnly setting because we will use a pipeline to
implement the monitoring functionality, later in this document.

Optional: Secure your certificate
o Export the certificate to PFX format
o Delete the certificate from the certificate store
o Reimport the certificate from the PFX file but do not select the option to make
the private key exportable
o Import the PFX file into Azure Key Vault for secure backup

Microsoft
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4.2 Preparing the Microsoft 365 tenant

4.2.1  Create an account for DSC in Microsoft 365

The solution needs an account with administrative privileges that can be used to manage the
Microsoft 365 settings. In this step we are creating such an account and assigning it the
Global Administrator permissions:

e Open an Internet browser
e Browse to the Microsoft 365 Admin Portal (https://admin.microsoft.com)

e C(Create a new account
o For example: “DscAdmin”
o Do not assign any license
o Grant the user Global Admin permissions

Note: More limited permissions may suffice, depending on the resources used in your
configuration
e Make sure this account does not have Multi-Factor Authentication (MFA) enabled!

4.2.2 Create an App Registration in Azure Active Directory

Some of the Microsoft 365 workloads also support authentication using application
credentials. To use this, an app registration must be created in Azure Active Directory1, which
is granted the correct permissions.

Microsoft365DSC has a cmdlet that can create and manage an app registration for you,
including permissions. In this we will create a new app registration using this cmdlet:

e Log onto your virtual machine
e Open an elevated PowerShell window

¢ Install the most recent versions of Microsoft365DSC and Az.Resources modules by
running the following command:
Install-Module Microsoft365DSC, Az.Resources

e Run the following cmdlet. Replace "<APPNAME>" with the name you want to use for
the app registration, for example “Microsoft365DSC":

Update-M365DSCAzureAdApplication -ApplicationName '<APPNAME>'
-Permissions @ (@{ Api =
"SharePoint";PermissionName="Sites.FullControl.Al11"},@{ Api =
"Exchange"; PermissionName="Exchange.ManageAsApp"}) -
AdminConsent -Type Certificate -CertificatePath
C:\M365ClientCert.cer

Note: This command configures all permissions required in this solution. If you add
more resources, you might need to add more permissions as described on the
resources pages on https://microsoft365dsc.com.

T Use App Registration nr 1. See paragraph 2.3 for more information.

= Microsoft
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e The script outputs the ApplicationID and TenantID. Copy this information and
document it for later use.

Important: Only perform the next steps if the script shows an error that consent could not
be provided successfully:

e Open the Azure Portal (https://portal.azure.com)
e Log on using an account from the same domain as your Microsoft 365 tenant
e Go to Azure Active Directory

A
7

Azure Active
Directory

e Under "Manage”, click "App registrations”

Manage

aa Users

& Groups

80 External Identities

&i» Roles and administrators
3 Administrative units

B Enterprise applications

CA Devices

B, App registrations

) Identity Governance

e Click on the app that was created using the “"Update-M365DSCAzureAdApplication”
cmdlet

e Click the option "API permissions”
Manage
B Branding
D Authentication
Certificates & secrets
{Il Token configuration
& Expose an API

H5 Approles

e Click "Grant admin consent for <org name>" to grant these permissions
Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

~ Grant admin consent for Microsoft

T~ Add a permission

AP1 / Permissions name Type Description Admin consent req...  Status

“ SharePoint (1)

Sites.FullControl Al Application Have full control of all site collections Yes A\ Not granted for Microsoft |+++

= Microsoft
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e Click "Yes" to confirm granting the permissions

Do you want to grant consent for the requested permissions for all accounts in Microsoft? This will update any existing admin consent records this application already has to
match what is listed below.

e You should receive the message that the permissions have been granted and see that
the status is “Granted for <org name>"

O Refresh | & Got feedback?

Configured permissions

sers/admins as part of the consent process. The list of configured permissions should include

AP / Permissions name Type Description Admin consent requ... Status

Application Manage Exchange As Application Yes @ Granted f

Application Have full cont

To view and manage consented permissions for individual apps, as well as your tenant’s consent settings, try Enterprise applicatio

4.2.3 Add the App Registration to the Exchange Administrators role

When you are using app credentials to manage Exchange (as is done in this solution), you
need to add the app registration to the Exchange Administrators role group. That way the
app registration has the correct permissions to manage Exchange. In this step, you will add
the created app registration to the “Exchange Administrator” role group:

Open the Azure Portal (https://portal.azure.com)
Log on using an account from the same domain as your Microsoft 365 tenant
Go to Azure Active Directory

-
7

Azure Active
Directory

Under "Manage”, click “"Roles and administrators”

Manage
4a Users
&8 Groups

BE External Identities

ai» Roles and administrators

= Microsoft
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e Look for the “Exchange Administrator” role

=+ New custom role J Download assignments () Refresh &5 Preview features A7 Got feedback?
& Allroles

X D dch bl @ Get just-in-time access to a role when you need it using PIM. Learn more about PIM_ =
iagnose and solve problems

LI pe Lompliance Usta Agministrator Lreates ana manages compiiance content
Activity [[] pa conditional Access Administrator Can manage Conditional Access capabilities
3= Access reviews [[] g Customer LockBox Access Approver Can approve Microsoft support requests to access customer organizational data.
B Auditlogs [] sl Desktop Analytics Administrator Can access and manage Desktop management tools and services
Troubleshooting + Support [] s Directory Readers Can read basic directory information. Commonly used te grant directory read access
B New support request [ s Directory Writers Can read and write basic directory information. For granting access to applications, r

[[] s Domain Name Administrator Can manage domain names in cloud and on-premises

[[] pé Dynamics 365 Administrator Can manage all aspects of the Dynamics 365 product.

[] pa Edge Administrator R Manage all aspects of Microsoft Edge.

| [[] p& Bxchange Administrator Can manage all aspects of the Exchange product
[J pi Exchange Recipient Administrator Can create or update Exchange Online recipients within the Exchange Online organiz

e Click the “Add assignments” button

—+ Add assignments | > Remove assignments ' Download assignme

o You can also assign built-in roles to groups now. Learn More CF'

Search Type

| Search by name ‘ ‘ All ~

Name UserName

No role assignments found

e Search for the App Registration that was created in the previous paragraph by entering
“Microsoft365DSC”. Then select the app that appears, make sure it appears under “Selected

items” and click “Add”.

Add assignments X

Only groups eligible for role assignment are displayed. Learn more
Search (O
‘)i) microsoft365dsc X

Microsoft365DSC

m c5846232-5a04-495d-a29a-7a5348e5850b

Selected

Selected items

Microsoft365DSC
c5846232-5a04-495d-a29a-7a5348e5850b

Add
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e Inthe upper-right corner, a message appears confirming the successful addition of the app
registration to the group
@ Successfully added assignment X

Successfully added assignment Microsoft365DSC

e The app registration should be present in the group assignments

+ Add assignments { Download assignments () Refresh Manage in PIM 2 Got feedback?
Search Type
‘ Search by name ‘ | All g ‘
Name UserName Type Scope
E] Microsoft365DSC €5846232-5a04-495d-a29a-7a5348e5850b ServicePrincipal Directory

4.3 Preparing the Azure DevOps environment

431 Create a new project in Azure DevOps
We need a new project in Azure DevOps in which the DSC configurations will be stored and
from where the deployments will be executed. In this step we will create a new project:

e Log into the Azure DevOps portal

e Click the “New project” button in the upper-right corner

e Enter "M365Automation” as project name (or use your own name) and select
“Private”. Leave all other settings as default and click “Create”

Create new project X

= Microsoft
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e Once the project is created, it is opened automatically
365Automati envie a [# sea = 0

B missautomation o »
n M365Automation &
& overview

| &= Summary

(Z) Azure DevOps

B Dashboards
B wiki
B soaras
Repos

2
o Fipeines %ﬂ
I e

& Cempliance .
Welcome to the project!
‘What service would you like to start with?

Boards Repos Pipalines Test Plans

Artifacts

4.3.2 Create an Agent Pool in Azure DevOps

The Azure DevOps agents will perform the actual deployment. Each self-hosted agent needs
to be placed in its own Agent Pool. In this step, we will create a dedicated Agent Pool for this

solution:

e Browse to the main Azure DevOps page
e Create a new Agent Pool
© In Azure DevOps, click "Project Settings" in the lower left corner

@,‘3 Project settings <<

o Scroll down and under "Pipelines”, click "Agent Pools"

Pipelines

&8 Agent pools

22 Settings
" Deployment pools
Il Parallel jobs

€, OAuth configurations

o Create a new Agent Pool by clicking the "Add pool" button in the upper right

corner
Agent pools Y Security
Name Queued job Running jobs
o Azu re Pipe.lmes
I Default
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o Select “Self-hosted” as "Pool type”

Add agent pool

Agent pools are shared across an organization

Pool type:

Select an agent pool type

Self-hosted

Azure virtual machine scale set

Enter a Name (for example: Microsoft365DSC) and Description for the new
pool and click "Create"

Add agent pool pe

o

Pool to link:

@ New

Pool type:

Self-hosted

A pool of agents that you set up and manage on your own to run
Jjobs. Learn more.

Name:

I| Microsoft365Dsc I

Description (optional):

Agent pool used for deploying DSC cenfigurations to Microsoft

365

Markgown supported.

Pipeline permissions:

Grant access permission to all pipelines

o Click the newly created pool to open the pool
o Click the "New agent” button to open the required information to add a new

agent

B Microsoft365DSC Update all agents

Jobs Agents Details Security Settings Maintenance History

7

A/

No jobs have run on this agent pool

Run a pipeline on this agent pool to see more details

= Microsoft
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Get the agent

o Copy the download link to be used later in this document

System prerequisites
Configure your account

Configure your account by following the steps outlined here.
Download the agent

Download “

Create the agent

PS C:\> mkdir agent ; cd agent
PS C:\agent> Add-Type -AssemblyName System.IO.Compression.FileSystem ;
[System.IO.Compression.ZipFile]::ExtractToDirectory("$HOME\Downloads\vsts

agent-win-x64-2.165.2.zip", "$PWD")

Configure the agent Detailed instructions

PS C:\agent> .\config.cmd

Optionally run the agent interactively

If you didn't run as a service above:

PS C:\agent> .\run.cmd

4.3.3 Create Personal Access Token
The Azure DevOps agent needs to be able to connect to Azure DevOps with the correct

credentials. It is using a Personal Access Token (PAT) to do this. In this step we will create a
new PAT to be used by the Azure DevOps agent:

e Open Azure DevOps
e Click the user icon in the upper-right corner and select the "Personal access tokens"
menu item

)

Profile

Theme

Usage

@

Preview features

Time and Locale

Notifications

0

Personal access tokens

= Microsoft
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Click "New Token" to create a new token

Personal Access Tokens

These can be used instead of a password for applications like Git or can be passed in the authorization header to access REST APls

=% Active ~

Token name L Status Organization Expires on |

Enter a Name and select next year (not possible to select more than a year) as
Expiration
Create a new personal access token X

Name

Organization
ykuijs e H

Expiration (UTC)
Custom defined v

Scopes
Authorize the scope of access associated with this token

Scopes () Full access

@® Custom defined

Read, update, and delete releases, release pipelines, and stages

[) Read (C) Read, write, & execute () Read, write, execute, & manage

Test Management
Read, create, and updated test plans, cases, and results

() Read (7] Read & write

Packaging
Create, read, update, and delete feeds and packages

Read () Read & write () Read, write, & manage

Show all scopes (27 more)

Create Cancel

Click "Show all scopes”, select “Read & manage” under Agent Pools, and click "Create"
to create the token

Create a new personal access token X

Name
DevOpsAgent
| Organization
ykuijs ~
Expiration (UTC)
Custom defined 4/16/2021 |

Scopes
Authorize the scope of access associated with this token

Scopes () Full access
@ Custom defined

Agent Pools
Manage agent pools and agents

Read & manage

Analytics
Read data from the analytics service

() Read

Auditing
Read audit log events, manage and delete streams

[ Read Audit Log =

Show less scopes

Cancel
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e IMPORTANT: Copy and record the generated token in a secure place. You cannot
retrieve the token at a later point in time.

Success! X

You have successfully added a new personal access token. Copy the token now!

DevOpsAgent token
wtjhréoiadtkw63gsiofux2k IE

Warning - Make sure you copy the above token now.
We don't store it and you will not be able to see it
again.

e Click "Close" to close the wizard. Your token is now created.

Personal Access Tokens

MNew Token = Active ~

DergsAgen\t ® Active ykuijs 4/16/2021
Agent Pools (Read & mar

4.4 Preparing the Virtual Machine (Phase 2)

441 Installing and configuring the Azure DevOps Agent on the virtual machine
All Azure DevOps agent prerequisites have now been configured. In this step we will install
the agent on the virtual machine:

e Connect to your virtual machine with administrative credentials

e Download the Azure DevOps agent using the download link found in the last step of
paragraph 4.3.2.

e Create a new folder e.g. C:\Agent and extract the downloaded zip to that folder

e Open an elevated Command Prompt
e Browse to the C:\\Agent folder
e Run config.cmd

BN Administrator: Command Prompt

c:\Agent>config.cmd

= Microsoft
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Enter the Server URL as "https://dev.azure.com/<org_name>" and press [Enter]

EX Administrator: Command Prompt - config.cmd

{commit

Connect:

Enter server URL > v.azure.com/ utomationg

NOTE: The agent will be unable to register if you specify the organization name
including the project name (https://dev.azure.com/<org_name>/<project>).

Press [Enter] to use the Personal Access Token for authentication

B Administrator: Command Prompt - cenfig.cmd

Paste the Personal Access Token and press [Enter]

ER Administrator: Command Prompt - config.cmd

Microsoft
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Enter "Microsoft365DSC" (or use the name specified earlier) as the Agent Pool and
press [Enter]

B Administrator: Command Prempt - cenfig.cmd

enter for default) > Microso

Enter a custom Agent name or press [Enter] to use the server name (max fifteen
characters)

BN Administrator Command Prompt - config.cmd

The Agent checks some prerequisites. Press [Enter] to use the default work folder

Bl Adrministrator: Command Prompt - config.cmd

Microsoft
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e If prompted: Press Enter to acknowledge “N” for “Perform an unzip for each step”
e Type "Y" to run the agent as a service

BEX Administrator: Command Prompt - config.crmd

er for N} > Y

e Press Enter to accept the default value for the “SERVICE_SID_TYPE_UNRESTRICTED"
setting

e Enter the created service account credentials in paragraph 3.1.2 (use the format
ComputerName\AccountName) and press [Enter]

@ Administrator: Command Prompt - config.cmd

e The agent is being configured. Press Enter to start the service automatically.

| B A tor: Command Prompt - u] X
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. Services (Local)

Azure Pipelines Agent Name Description
(M365Automation.Microsoft365D5C.M365AUTOMATIONV) &) Application Management Processes in..
Stop the service -&}’ AppX Deployment Service (AppXSW(C) Provides inf...
Restart the service 2} Auto Time Zone Updater Automatica...

ure Pipelines Agent (M365Automation.Microsoft365D5C.M365AUTOMATIONY)

o Verify agent is successfully registered in Azure DevOps
o Open the Azure DevOps portal
o Click "Organization Settings" in the lower left corner

€% Project settings K

o Scroll down and under "Pipelines”, click "Agent Pools"

Pipelines

& Agent pools

€8 Settings
t  Deployment pools
Il Parallel jobs

Q, OAuth configurations

o Click your custom Agent Pool

Agent pools Y Security TR

B}

Azure Pipelines

0 D-efil.!lt )

] Microsoft365DSC

o Click "Agents" and validate that your agent is present and Online. The name of
the agent will be the host name of your virtual machine:

@ Microsoft365DSC Dpcate il agents m

Jobs Agents Details Security Settings Maintenance History

:/I36SAUTOMATIONV dle 21663 @ o
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4.5 Preparing the Azure Key Vault

451 Create an App Registration
To allow Azure DevOps to retrieve secrets from Azure Key Vault, an app registration? is
needed. In this step we are going to create this app registration:

e Log into the Azure Portal
e In the search box at the top of the page, type “Azure Active Directory” and click the
Azure Active Directory icon that is found

|| ,1 Azure Active Directory I

All Services (91) Marketplace (6) Documentation

Resource Groups (0)

Services

B Azure Active Directory

. Security
W Activity log

& Azure Cosmos DB

e Browse to the "Azure Active Directory” and select the “App Registrations” section
Microsoft Azure
Home > Microsoft

g Microsoft | App reg

Azure Active Directory

O Overview

B2 Preview features

#. Diagnose and solve problems
Manage

aa Users

s Groups

& Roles and administrators
8 Administrative units
#5 Enterprise applications

Ol Devices

I &% App registrations I

2 Use App Registration nr 2. See paragraph 2.3 for more information.
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e To create a new App Registration, click “New registration”

= Mew registration @ Endpoints Jg

e Enter "Microsoft365DSC_DevOpsPipeline” as the Name (or use your own name) and

click "Register”

Dashboard > Contoso | App registrations

Register an application

* Name

The user-facing display name for this application (this can be changed later),

1
Microsoft365Ds¢_DevOpsPipeline |
| |

Supported account types

Who can use this application or access this API?

(®) Accounts in this organizational directory only (Contoso only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
() Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (a.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose.

Redirect URI {optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select

~ | | eg. https/fexample.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from gutside your organization by adding from Enterprice applications.

o the Microsoft Platform Policies off

e Once the App Registration has been created, make sure you save the “Application

(client) ID" and "Directory (tenant) ID” on the page that appears.

[i] Oelete & Endpoints & Preview features

. Essentials

Display name Microsoft365D5C DevOpsPipeline Client credentials 0 certificate, 1 secret
Application (client) 1D -[42e94ab0-1ed-43cc-83a4-2459c77ac958 | Redirect URIs

Object 7C0f7341-1534-4627-882¢-1272bdcaBBS8 Application ID URI

Directory (tenant) ID :[16b3¢013-d300-468d-ac64-Teda0820b6d3 Managed application in

Supported account types : My_organization only

e C(lick the "Add a certificate or secret” link in the right column

[i] Delete & Endpoints Preview features

\ Essentials

Display name : Microsoft365DSC DevOpsPipeline Client credentials

Application (client) 1D : 42e94ab0-f18d-43cc-83ad-2459c77ac358 Redirect URls : Add a Redirect URI

Chject ID 7c0f7341-1534-4627-882e-1272bdcaBBos Application ID URI : Add an Application 1D URI
Directory {tenant) ID 16b3c013-d300-468d-ach4-TedadB20b6d3 Managed application in |... : Microsoft365DSC DevOpsPipeline

Supported account types : My organization only
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e Click the “"New client secret” link to create a new secret

Certificates (0) Client secrets (0) Federated credentials (0)

A secret string that the application uses to prove its identity when requestin

Mew client secret

Description Expires Val

Mo client secrets have been created for this application.

e Enter "Microsoft365DSC" as the Description (or use your own value), select “24
months” as Expires and click “Add”
Add a client secret X

Description I Microsoft365DSC I
Expires Ii 24 months ! \/

cance'

e Copy and document the value of the created secret in a secure place.
Note: This value will only be shown once!

Description Expires Value (0 Secret ID

Microsoft36505C 8/10/2024 1 | D 21636980-bbf5-4312-243f-bc7438e3eald T [

452 Granting the App Registration Reader permissions to the Azure Subscription
The new app registration® needs to connect to Azure Key Vault. However, it also needs
Reader permissions to the Azure subscription. In this step we will configure these
permissions:

e Go back to the Azure Portal home page
e Enter "Subscriptions” in the top search bar and select “Subscriptions”
I/O subscriptions

All Services (6) Marketplace (20)

Azure Active Directory (0)

Services

Subscriptions

Z. Event Grid Subscriptions

&b Quotas

e Select the subscription in which the Key Vault will be created
e In the "Subscriptions” view, click “Access Control (IAM)"

3 Use App Registration nr 2. See paragraph 2.3 for more information.
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* Then select the “Role assignments” tab

§°)

Subscription

| Access control (IAM)

‘}3 Search (Ctrl+/)

‘ « -+ Add i Download role assignments == Edit columns O Refresh X Remove

Overview

@ Activity log

|9}J\ Access control (IAM) |

@ Tags

Check access  |Role assignments | Roles  Deny assignments  Classic administrators

Number of role assignments for this subscription ©

1 2000

¢? Diagnose and solve problems

@ Security

Events

Cost Management

S, Cost analysis

P Search by name or email Type : All Role : All Scope : All scopes

Group by : Role

11 items (4 Users, 1 Groups, 5 Service Principals, 1 Managed Identities)
D Name Type Role Scope Condition

e Click the “Add"” button and then click "Add role assignment”

—+ Add i Download

Add role assignment |

Add co-administrator

Add custom role

role assignments ==

Add role assignment

 this subscripti

e Type “Reader” in the search bar and select the “Reader” role
Add role assignment

;'Rj Got feedback?

. : .
Role  Members Review + assign

A role definition is a collection of permissions. You can use the built-in roles or you can create your own

custom roles. Learn more &'

| —

‘):i Reader I

x Type : All Category : All

Showing 73 of 356 roles
Name T

AcrQuarantineReader

Description T,

View all resources, but does not allow you to make any changes.

acr quarantine data reader

e Click "Next” to proceed to selecting the Members
e Click the “Select members” button

. . .
Role  Members Review + assign

Selected role Reader

Assign access to @) User, group, or service principal

O Managed identity

Members t Select members

Name
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e Enter "Microsoft365DSC_DevOpsPipeline” in the Select bar and click the found

member
Select members

Select (0

| microsoft365dsc_DevOpsPipeline

Microsoft365DSC_DevOpsPipeline

e Validate that the app registration has been moved to the “Selected members” section
and click "Select” to confirm this selection

Selected members:

Microsoft365DSC_DevOpsPipeline

Remove

e C(lick the “Review + assign” button on the bottom of the screen to review the

selections.

e Click the “Review + assign” button again to assign the permissions.
 Validate that the service principal is now present in the Readers group

/' Reader

D ApP  Reader

D ApP  Reader

D ApP  Reader

D Groug Reader
Microsoft365DSC_DevOps

E [\PP  Reader

@ o 6 6 6

Management
group (Inherited)

Management
group (Inherited)

Management
group (Inherited)

Management
group (Inherited)

This resource

None

None

None

None

None
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453 Create a new Azure Key Vault

The solution needs an Azure Key Vault to which the app registration® is granted permissions.
In this step we will create a new Key Vault and grant the app registration the required
permissions:

e Log into the Azure Portal
e Enter "Key vault" in the top search bar and select "Key vaults"

Services

O Key vaults
| o

e Click "Create" to create a new Key Vault

Key vaults =

Microsoft Non-Production

—|— Create ﬂ Manage deletec

| Filter for any field... | Si

e Enter the desired Resource group, Name and Region and then click "Review + create"

Create key vault

Create key vault

Project details

Select bscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

YOUT resources.

Subscription * Free Trial

v

Resource group * tD v
nstance details
Key vault name * I L';'_E:'f.“i:.::,re-i-;-, Vault I \
Region * I‘ (Europe) West Europe I b l
Pricing tier * Standard g
Soft delete @ Disable
Retention period (days) * 90
Purge protection w Disable

Review + create Next : Access policy >

4 Use App Registration nr 2. See paragraph 2.3 for more information.
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e Review the settings and click "Review + create" to create the Key Vault

Home > Key vaults > Create key vault

Create key vault

/" Validation passed

Basics

Subscription Free Trial

Resource group KeyVaultDsc

Key vault name M365DscAzurekeyVault
Region West Europe

Pricing tier Standard

Enable soft delete Enabled

Enable purge protection Enabled

Retention period (days) 90 days

Access policy

Azure Virtual Machines for deployment  Disabled

Azure Resource Manager for template Diszbled

deployment

Azure Disk Encryption for volume Disabled

encryption

Permission madel Vault access policy

Access policies 1

Metworking

Connectivity method Public endpeint (all networks)

‘ Previous H Next

e The Key Vault will be created

e Go to the created Key Vault by clicking "Go to resource"

— Microsoft Azure P Search resources, services, and docs (G+/)

Home > M365DscAzureKeyVault | Overview

. M365DscAzureKeyVault | Overview

« I Delete ancel [Ty Redeploy (O Refresh

L) Catoy o |Your deployment is completel
2 t:
2 inputs ® Deployment name: M365DscAzureKeyVault  Start time: 4/23/2020, 2:15:08 AM
Outputs Subscription: Correlation ID:  0ef7¢008-0087-47f1-3062-61e312b321a¢
Resource group:
Template

~ Deployment details (Download)

Resource Type Status Operation details

] Microsoft KeyVault/v... OK Operation details

A Nextsteps

_

e Click "Access policies" and click "Create"

[,9 Search J « + Create O Refresh T Del &k

@

Overview = . .
Access policies enable you to have fine grained con

Activity log

ID Search Permissions :

Showing 1 to 2 of 2 records.

D Name T Email T

Tags

-
Ao Access control (IAM)
14
&

Diagnose and solve problems
' USER

d

Events
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e Select the "Get" and "List" permissions from "Secret permissions" and “Certificate

permissions”:

© rPermissions \2) Principal

Configure from a template

3) Application (optional)

Select a template

Key permissions

Key Management Operations

|:| Select all

[] @et
|:| List
D Update
|:| Create
|:| Import
I:‘ Delete

|:| Recover
| R

Secret permissions

Secret Management Operations

|:| Select all
Get

List

[] set

|:| Delete

|:| Recover
(] gackup

|:| Restore

! Review + create

Certificate permissions

Certificate Management Operations

\:| Select all

Get

List

\:‘ Update
\:| Create
\:| Import
\:‘ Delete
\:| Recover

[ B

e Click Next, then select the "Select principal” option, enter the Service Principal Name
you created in the previous paragraph (default “Microsoft365DSC_DevOpsPipeline”) in
the search box on the right, select your principal and click "Select".

0 Permissions o Principal

! ) Application (optional) — )

Only 1 principal can be assigned per access policy.
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principa

[ 2 MicrosoftassDsC_

Microsoft36505C_DevOpsPipeline

8061e023-c¢915-4259-2625-eb%42127d70c
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e Click Next to skip through the Application (optional) screen, validate that everything is
configured correctly and click "Create"

@ rermissions @ Principal @ Application (optional) @ Review + create

Key Permissions
Key Management Operations None selected
Cryptographic Operations Mone selected

Key Operations None selected

Rotation Policy Operations Mone selected
Secret Permissions

Secret Management Operations None selected

Privileged Secret Operations None selected

Certificate Permissions

Certificate Management Operations None selected

Privileged Certificate Operations None selected

Principal

Principal name 5,‘::ross‘TSéiDSC_D\‘:bm:lpellre
Object ID fa1360ae-a384-441f-88d8-53bd53072393
Application

Authorized application (7 Mone selected

Object ID Mone selected

Previous Create

P search resources, services, and docs (G+/)

e Next ‘OU should see the message that the Key Vault was updated successfully

v > M3GSDscAZUreKeyVault | Access policies

scAzureKeyVault | Access policies

O mefresh

454 Adding a Service Connection to Azure to the Azure DevOps project

Now that the Key Vault has been created, a service connection can be created in Azure
DevOps. DevOps will use this service connection to connect to Azure Key Vault. In this step
we will create a new service connection in Azure DevOps:

e Open the Azure DevOps Portal
e Browse to your project
e Click "Project Settings" in the lower left corner
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e Scroll to the "Pipelines" section and select "Service connections*"

(A

B Notifications
#  Service hooks
EH Dashboards

Boards

[® Project configuration
5 Team configuration

© GitHub connections

Repos

[ Repositories

a8 Cross-repo policies

£ Agent pools

=4 PDPED +8

Il Parallel jobs
&3 Settings
Ez  Test management

0  Release retention

| &% Service connections*

8 XAML build services
E
Test
» —

e Click "Create service connection"

Create your first service connection

Service connections help you manage, protect, and reuse authentications to
external services.

Create service connection
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e Select "Azure Resource Manager" and click “Next"
New service connection X

Choose a service or connection type

O o Azure Classic

(0 @& Azure Repos/Team Foundation Server

®
b

Azure Resource Manager

®@a Azure Service Bus
O B sitbucket Cloud
O £& cret

&  Docker Host
O & Docker Registry
) @& Generic

O €) sittub

S o W -

Learn more m

 Select “Service principal (manual)” and click “Next"

New Azure service connection X

Azure Resource Manager

Authentication method

() o Service principal (automatic) Recommended

@ dh service principal (manual)

() o Managed identity
O o Publish Profile

Need help choosing a connection type? Back Next

NOTE: We are using the already created Service Principal Name
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o Enter the information you documented when creating the App Registration®
(paragraph 4.5.1):
a. Enter the GUID of the subscription in which the Key Vault was created as the
“Subscription Id"
b. Enter the name of the subscription in which the Key Vault was created as the
“Subscription Name”
c. Enter the documented value "Application (client) ID” as the "Service principal
client ID"
d. Enter the documented value “Secret" as the "Service principal key"
e. Enter the documented value “Directory (tenant) ID” as the "Tenant ID"
(potentially already populated)
f.  Enter a "Service connection name", for example “KeyVaultConnection”

New Azure service connection X
Azur v g seri )

|‘ b921f63-7726-47ca-B80b7-a0a7c2bfd50

Troubleshoot

e Click "Verify" to validate the entered information. The status "Verified" (in green)
should appear behind the Verify button.

Note: If you get an Access Denied error, check if you have added the App
Registration to the Reader role in your Azure Subscription.

> Use App Registration nr 2. See paragraph 2.3 for more information.
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e Make sure the "Grant access permission to all pipelines” is not checked and click
"Verify and save"

Service connection name

‘ KeyVaultConnection

Description (optional)

Security

| () Grant access permission to all pipelines |
Troubleshoot

e The "Service connection" is now created and displaying

J .
B Project Settings . )
) 9 Service connections T Mew service connection

+ 65Config

General
= B Overview
% M Teams & KeyVaultConnection

&  Permissions
B Notifications
+ #  Service hooks
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5 Configuring Azure DevOps
Now that all prerequisites have been created, we can fully configure the solution in Azure
DevOps.

5.1 Populate scripts
The newly created Azure DevOps project contains a Git repository to which all scripts of this

solution must be added. In this step we will upload the scripts of the solution to the
repository in Azure DevOps:

¢ Download and install Visual Studio Code from https://code.visualstudio.com

e Download and install Git from https://git-scm.com
o Download the most recent version of Git by clicking the "Download" button

© git -

Gitis

|||||

o Run the downloaded installer and use the default settings

e Download the DSC scripts from https://aka.ms/M365DSCWhitepaper/Scripts
o This package contains several scripts, check chapter 8 “Script details” for more

details.

e Upload the scripts to the DevOps repository
o Open Azure DevOps Portal and browse to your project

o Click the "Repos" icon in the left menu
©J Azure DevOps
@ vsescontis it
& Overview
| = summary

EE Dashboards

B wiki
B soarcs
o ripeiines
A Test Plans
,. Artifacts
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o Click on "Clone in VS Code" (acknowledge any browser notifications for
opening any files)
C) anre DeOR tomat
B mzsscontig t
& overview

B coarcs

Repos

M365Config is empty. Add some code!

Clone to your computer

m SSH | httpsy//M365Automation@dev.azure.com/M365Automation/M365Cc | [0

Generate Git Credentials

B Files

4 Commits

@, Pushes

S Push an existing repository from command line
& Tags
s

f1 Pullrequests

o Fipeine:

on@dev.azure.com/M365Automation/M365Config/_git/M365C

& restrins Import a repository

B artitacs

Import

o Acknowledge that Visual Studio Code can open the external URL by clicking
Ilopenll

Visual Studio Code X

0 Allow an extension to open this URI?
Git (vscode.git) wants to open a URL:

vscode://vscode.git/clone?url%...onfig

[0 Don't ask again for this extension. Cancel

o Select "C:\Source” as the source folder (create if it does not exist) and select

"Select Repository Location”
) Select Folder X

| p—
« . [ «| & [ Search Source P

Organize v New folder == - o

Name Date modified Type
# Quick access

[ Desktop ¢ No items match your search
‘ Downloads
== Documents

| Pictures
[ This PC

¥ Network

< >

Folder: | Source
| Select Repository Location | | Cancel

o Login with your Microsoft 365 admin account
o Click "Open" in the bottom right corner to open the cloned folder

(® Would you like to open the cloned repository? 3 X

Source: Git (Extension) Open Open in New Window
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o The repository is now available (but still empty) in Visual Studio Code

File Edit Selection View Go Run Terming

>

v OPEN EDITORS
X Welcome
v M365CONFIG

o Open Windows Explorer and browse to your C:\Source\<project> folder

o Copy the script files from the script download package to this folder

o Copy the DSCCertificate.cer file which you created in paragraph 4.1.4 to the
folder

You will see the following file listing:

)] File Edit Selection View Go Run Terminal Hel

@ EXPLORER

~ OPEN EDITORS
v M365AUTOMATION

~ Datafiles
Production.psd1
~ M365Config\0.0.1
> DscResources
M365Config.psd1
~ Pipelines

azure-pipeline.yml

~ SupportScripts

PopulateKeyVault.ps1

gitattributes
.gitignore
build.ps1
checkdsccompliancy.ps1
deploy.ps1

& DSCCertificate.cer
DscResources.psd1
M365Configuration.ps1
ReadMe.md
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o Open the file “Datafiles\Production.psd1” and update:

Microsoft

The placeholder “<M365AdminAccount>" to the user principal name
of the DSC admin user we created in paragraph 4.2.1

The placeholder “<appid>" to the application id created earlier in
paragraph 4.2.2

The placeholder “<certthumb>" to the thumbprint of the Microsoft
365 authentication certificate created in paragraph 4.1.3

The placeholder “<tenantURL>" to the URL of your tenant, like
“contoso.onmicrosoft.com”

NonNodeData =
Environment =
Name
ShortName
TenantId
OrganizationName =

Accounts =
{

Workload

Account

workload

Account

workload

Account

workload
Account

workload
Account

workload
Account

edentials =

wWorkload
ApplicationId
CertThumbprint

workload
ApplicationId
CertThumbprint =

wWorkload
ApplicationId
CertThumbprint

Workload
ApplicationId
CertThumbprint =

Workload

ApplicationId
CertThumbprint

Workload
ApplicationId
CarntThumhnrint
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AcceptedDomains

Identity

MatchSubl
OutboundOnly

Ensure

Identity

Open the file "build.ps1” and update the $VaultName variable on line 27 with
paragraph 4.5.3

O
the name of the Azure Key Vault you have created in

$dscScriptName

$VaultName =

o Open the file "deploy.ps1” and update the $VaultName variable on line 33
with the name of the Azure Key Vault you have created in paragraph 4.5.3

$VaultName =

Click on the Git Source Control icon in the left menu, type a commit message

“Initial upload") and click the checkmark icon

Go Run T4

(e.g.

']

File Edit Selection View

=
Initial Upload

v/ Commit
v Changes

gitattributes

gitignore

Exchange.schema.psm1
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o Click "Always" if you get the message that there are no staged changes to

commit.
Visual Studio Code X

| There are no staged changes to commit.

Would you like to automatically stage all your changes and commit them directly?

Yes Never Cancel

o If you get an error about an unknown e-mail address, run the following
commands with your own information and retry the commit:

git config --global user.email <email>
git config --global user.name "<your name>"

T TERMINAL  DEBUG CONSOLE 1: powershell

Windows Powershell
Copyright (C) 2016 Microsoft Corporation. AlL rights reserved.

configy git config --global user.email
onfig> git config --global user.name
onfig> ||

o Click the three dots icon and select "Push, Pull > Sync" to synchronize your
local changes with Azure DevOps

OUF NTROL

* SOURCE CONTROL

+/ Commit

o You might get the below message when running the sync. Click "OK" to
publish the branch to DevOps

Visual Studio Code X

l The branch 'master' has no upstream branch. Would you like to publish this branch?
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o Validate a successful sync by opening the Azure DevOps Portal, browsing to
Repos and validating that all files have been uploaded

J Azure DevOps M365Automation / Repos / Files © M365Automation
i M365Automation + 4 M365Automation
E Overview > Datafiles
> M365Config
B Boards
> Pipelines
R
S > SupportScripts
[3 Files [0 gitattributes
¢  Commits [ .gitignore
&) Pushes build.ps1
¥ Branches B checkdsccompliancy.ps1
& Tags G deploy.ps1
$1  Pull requests [ DsCCertificate.cer
L D DscResources.psd1
f Pipelines
M365Configuration.ps1
A Test Plans
ML README.md

5.2 Add secrets to your Key Vault

All the secrets and certificates used by the solution need to be added to the Azure Key Vault.
The solution contains a script that simplifies this process. It reads all used accounts and
certificates from the PowerShell data file you updated in the previous step
(DataFiles\Production.psd1) and asks for the corresponding passwords. It then adds these to
Azure Key Vault, using a specific naming standard.

In this step we are going to use this script to populate all required Key Vault items:

Run the provided script and follow the instructions:

Log on / connect to the machine where you cloned your repository
Open an elevated Windows PowerShell window
Switch locations to the folder C:\Source\M365Automation\SupportScripts
Run the following commands:
Install-Module Az.KeyVault

.\PopulateKeyVault.psl -VaultName <name of your keyvault>
-DataFile Production

Note: Currently this solution contains just one data file: Production.psd1. You can
extend the solution with additional environments, like Test and Acceptance. See
paragraph 1.2 for more information.

When you do, you can simply use the name of the added data files for the DataFile
parameter of the script.
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or not.

This script will now read the data file and ask for all passwords and certificates it finds.
If a secret is already present in the Key Vault, you are asked if you want to overwrite it

5.3 Configure Azure DevOps project

5.3.1 Create Build pipeline

The Build pipeline will compile the DSC configurations into MOF files and create a
deployment package. In this step we will create a new Build pipeline:

e Browse to the Azure DevOps Portal

e Click "Pipelines" and click "Create Pipeline"

) Azure DevOps

m M3865Canfig =F

& oveniew
B cosrds
Repas
| i Pipelines
£ Environments
& Releases
I Library
& Task groups
" Deployment groups.
A TestPlans
I Anifects

e Select "Azure Repos Git"

Configure

Connect Select

New pipeline

Where is your code?

Bitbucket Cloud  ¥AML

osted by Atlassian

GitHub  YAML

Home to the world's largest community of developers

GitHub Enterprise Server  YAML

The self-hosted version of GitHub Enterprise
Other Git
Any generic Git repositary

P Subversion
=l Centralized version contre

Use the classic editor to create a pipeline without YAML.

= Microsoft

Azure Repos Git  YAML
Free private Git repositories, pull requlsts, and code search

i}i—n.

Create your first Pipeline

Automate your build and release pracesses using our wizard, and go from
code to cloud-hosted within minutes.
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e Click the name of your Project

~ Connect Select Configure I

New pipeline

Select a repository

Y Filter by keywords

Q) M365Config

e Select the “Existing Azure Pipelines YAML file”

+ Connect Select Configure Revie

Mew pipeline

Configure your pipeline

. Starter pipeline
artwith sipeline that you can customize to build and deg ur cad

[ . Existing Azure Pipelines YAML file

Show more

e Select the file "azure-pipelines.yml|” and click “Continue”
Select an existing YAML file X

ure Pipelines YAML file in any branch of the

Branch

I° master v ‘

M365Automation [

e The pipeline then shows you the azure-pipelines.yml file you uploaded in a previous
step

Connect Select Configure Review

N

Review your pipeline YAML Variables

© M365 7 / Pipelines/ lineyml ®h GD Show assistant
1 trigger:
branches:
include:

- refs/heads/main

1 output
8 buildArtifac me: MOFFiles
12 pool:
1 vnImage: -windows-latest

1 stages:
14 - stage: Compile

15 jobs:

16 - job: CompileConfiguration
1 steps:

18 - task: AzurePowerShell@s
19 inputs:

scription: KeyVaultConnection
ScriptType: 'FilePath'

scriptPath: ./build.psl
azurePowerShellVersion: latestVersion
pwsh: false

ercors

preference: 'stop’
failonstandardError: true

28 - task: PublishPipelineArtifact@l
layName: 'Publish Artifacts to Pipeline’

: '$(buildFolderName)/"
$(buildArtifactName)
blishLocation: 'pipeline’
parallel: true
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e Select "Run” to start the pipeline

Connect Select qure Review

Review your pipeline YAML Variables

e The pipeline is created and started. On the page that is opened, you see the details of
that pipeline run. However, it will not yet start.

e If you wait a couple of seconds, the page is refreshed, and you can see that you first
need to provide permissions on the Service Connection. Click on the "View" button

Manually run by 5 Yorick Kuijs View 2 changes

Repository and € M365Automation
version ¥ master ¢ addf3703
Time started and @ Today at 2:19 PM
elapsed

Related 0 work items

10 artifacts

Tests and coverage & Get started

»  This pipeline needs permission to access a resource before this run can continue to Vi
AN . iew
Compile

Jobs

Permission needed

Name Status Duration

© CompileConfiguration Waiting

e Click on the "Permit” button to provide permissions to the “KeyVaultConnection”
Service Connection

Waiting for review X
Compile
Permission & KeyVaultConnection m
Permission needed Service connection

e On the dialog that appears, click “Permit” once more

Permit access? X

Granting permission here will permit the use of Service connection
‘KeyVaultConnection' for all waiting and future runs of this pipeline.
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e After a couple of seconds, the pipeline will start running and the job is executed

Jobs
Name Status Duration
® CompileConfiguration Running

e Check if the pipeline has completed successfully
Pipelines H

Recent All Runs Y Filter pipelines

Recently run pipelines

Pipeline ast run

) #20200423.1 Initial upload € 4m ago
M365Config ) ° R & 1mses

e When you click the pipeline, you can see the history of all runs
& M365Config P ipeine [E

Runs Branches Analytics

#20200423.3 Changing pool
(]

#20200423.2 Changing pool
a " (<]

#20200423.1 Initial upload
(]

e When you click a run, you can see the logging and other details.

5.3.2 Create the Deployment Release pipeline

The solution uses a release pipeline to deploy new configurations to the target environments.
Currently we are only deploying to one environment (Production), but you can easily extend
the number of environments by adding a stage for each environment.

In this step we are going to configure this release pipeline:

¢ Go to the Azure DevOps Portal
e Click "Pipelines”, click "Releases" and then click "New pipeline"

) Azure DevOps

B msesconti

o
J —
: ® fw X
B Environments @ 4
n oy No release pipelines found
& Task groups Automate your release process in a few easy steps with a new pipeline

il Ot e
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e Select "Empty job"

€ Azure Devops

@ m3ssconng I T New release pipeline
Select a templ
Pipeline
=
g 5 Featured
B = Artifacts | + Add Stages Add @ Azure App Service deployment
o Piveiines
@ Deploy a Java app 1o Azure App Service
i Pipaline & | Stagel Depioy s Javs appiation to an Azure Web App

. Deploy a Nodejs app to Azure App Service

Deploy a PHP 2pp to Azure App Service and
L

Azure Database ol

@, Deploy a Python app to Azure App Sevice
and Azure database for MySQL

Deploy to a Kubernetes cluster

IRy 'S website and SQL database deployment

Ahare

e Give the Stage a name and close the pane

All pipelines > ¥ New release pipeline B save
Pipeline  Tasks Varisbles  Retention  Options  History
Stage [i] Delete = Move
Artifacts | + Add Stages | f Add Deploy Configuration

& Properties ~
Neme and cwners of the stage

e
# | Deploy Configura... A
A | 1job,0task

Deploy Configuration
J e

°System Administrator

e C(Click "Add an artifact"

All pipelines > ¥ New release pipeline

Pipeline  Tasks Variables  Retention  Options  History
Artifacts | + Add Stages | -+ Add -
Add an ]
- %  Deploy Configura... Q
R | 1job,0task ]
L
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e Under "Source" select the build pipeline

Add an artifact

Source type

5 more artifact types v

Project* (D
M365Config

Source (build pipeline) *

+ Build Azure

®

' M365Config

e After selecting the Source, more options will appear. Leave them as default and click

"Add".

NOTE: Notice the "Source alias" value. We need this value in a subsequent step.

Add an artifact

Source type

5 more artifact types v

Project* (D
M365Config

Source (build pipeline) *

®

M365Config|

Default version *

®

-

Sourcealias* (@)

_M365Config

(D) The artifacts published by each version will be available for deployment in release pipelines. The
latest successful build of M365Config published the following artifacts: M365ConfigMOFFile.
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e Click ‘Add’
e Configure the Release pipeline triggers by clicking the Lightning icon next to Artifacts

All pipelines > " New release pipeline

Pipeline  Tasks Variables  Retention  Options  History

Artifacts | -+ Add Stages | -+ Add

Continuous deployment trigger

% | Deploy Configurati... a
A 1job, 0 task

e Enable the "Continuous deployment trigger"”, under "Build branch filters" click the
drop-down next to "Add" and select "The build pipeline's default branch”

X

Continuous deployment trigger
Build: _M365Config

Creates a release every time a new build is available.

Build branch filters

No filters added.
+ Add | v

Branch filter

IThe build pipeline’s default branch

(@ ) Disabled

(D Enabling this will create a release every time a selected artifact is available as part of a pull
request workflow

e Make sure the branch has been added successfully and close the pane

Continuous deployment trigger
Build: _M365Config

0 Enabled

Creates a release every time 2 new build is available.

Build branch filters O

Type Build branch Build tags

X’ The build pipeline’s default bra

+ Add | v

Pull request trigger
Build: _M365Config

(@ ) Disabled

™ . |
(1) Enabling this will create a release every time a selected artifact is available as part of a pull
request workflow
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e Select "Tasks > <Stage name>"
All pipelines > ¥ New release pipeline

Pipeline Variables Retention Options History

Deploy Configuration &

Artifacts | -+ Add Stages | -+ Add
®)
4
i £  Deploy Configurati... a
_M365Config L | 1job,0task
® edule

Select the task "Agent job" in the left part of the pane and change the "Agent pool” to
"Microsoft365DSC". Leave the rest as default.

> ' New release pipeline

Agent job @

Agent job

Agent selection A

Execution plan A
Parallelis

O

Timeout *

0

e Click the "+" next to "Agent Job"

G Azure DevOps t
@ msesconti ar All pipelines T New release pipeline
n Overview Pipeline  Tasks v Variables  Retention  Options  History
Deploy Configuration
% Boards D
Repos Agent job |8
B Gt |+
‘ Pipelines Add a task to Agent job

Search for "Azure PowerShell", select "Azure PowerShell" and click “Add"

Add tasks | O Refresh |‘ Aaure Povershell | <

A Azure PowerShell

Run a PowerShell script within an Azure environment

a Azure CLI
= Run Azure CLI commands against an Azure
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e Select the "Azure PowerShell" task

Agent job

£ Runon agent +

A Azure PowerShell script: FilePath ® i
(D Some settings need attention =

e In the configuration window for the Azure PowerShell task, configure the following
settings:

o Azure Subscription: “KeyVaultConnection” or whatever name you gave the
service connection

o Select "Script File Path" under "Script Type" and browse to the “deploy.ps1”
file by clicking the “..." button

o Enter "-Environment Production” as Script Arguments

o Select "Stop” as ErrorActionPreference and check the “Fail on Standard Error’

d

checkbox
o Change the ‘Azure PowerShell Version’ to “Latest installed version”
Azure PowerShell @ B view YAML [i] Remove
Task version 5% ~

Display name *
Azure PowerShell script: FilePath

Azure Subscription * @ | Manage 2

‘ KeyVaultConnection ~ O

Script Type (D

-~

Script Path ()

| $(System.DefaultWorkingDirectory)/_M365Automation/MOFFiles/deploy.ps1

Script Arguments (@)

| -Environment “Production” I

ErrorActionPreference (D)

Stop

Fail on Standard Error (D

Azure PowerShell version options ~

Azure PowerShell Version (7)

e Open the “Advanced” section and make sure the Working Directory matches the path
of the previous step (copy/paste if required).

Advanced ~

() Use PowerShell Core @

Working Directory (1)

$(System.DefaultWorkingDirectory)/_M365Automation/MOFFiles
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e Click "Save". Use "\" as the folder and add a comment if you want. Click "OK"

X

Save

Folder *

v

Comment

“ cance'

e Hover over the “New release pipeline” name and click on the pen icon that appears
behind the title

All pipelines > % New release pipeline| &

e Enter a name for the pipeline, like "Deploy Configurations” and click "Save”

Deploy Configurations |

e Add a change comment if you want and click "OK"

All pipelines » %

Save =

Comment

cance‘

e Click "Create release" to test the created Release pipeline.

All pipelines > % Deploy Configurations

Pipeline Tasks Variables Retention Options History

Production Azure Powershell © &
Agent job " Task version 5, ~

a A.zule !’ev.vershe\l script: FilePath -] Display name *

Azure PowerShell script: FilePath
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e Leave everything as default and click "Create"

Create a new release X

& Pipeline ~

Click on a stage to change its trigger from automated to manual

£ Deploy Con .

| Stages for a trigger change from automated to manual.

B Artifacts A

Select the version for the artifact sources for this release
Source alias Version

_M365Config 20200423.3 v

Release description

Cancel

e Click "Release-<nr>" in the top bar to open the release and review its progress

All pipelines > % New release pipeline
@ Release has been created

e Review the progress

1+ New release pipeline ~ Release-1 ~

Pipeline Variables History O Refresh /' Edit
Release Stages
Manually triggered Deploy Configuration

by @ System Administrator @® In progress for 1m

4/23/2020

PowerShell
3z Script

&

_M365Config
20200423.3
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e Click the stage for more details

" New release pipeline * Release-1 ~ Deploy Configuration

Varisbles Logs Tests S Cancel ) Refresh Download all logs ~ # Edit

t job Started: 4/23/2020, T:19:59 AM

Deployment process SDSC - Agent: M3GSAUTOMATIONY 2m s

@® Agentjob (]

[[SPosha

e When the release completes successfully, all steps should have green check marks.

F* New release pipeline > Release-1 * Deploy Configuration - (Gl
L T arisbles  Logs Test: 0 Ref L Download all logs  # Edit

Deplayment process Agent job Started: 4/23/2020, 7:19:59 AM
Pook: Microsoft365D5C - Agent: MIESAUTOMATIONY 2m 18
@ Agentjob

5.3.3 Validate that changes to the config are deployed successfully
e Make sure the following setting is configured:
SharePoint Admin Center > Policies > Access control > Apps that don't use modern
authentication

Access control Apps that don't use modern authentication *

e The above setting is configured by the "LegacyAuthProtocolsEnabled" DSC setting
that can be found in
"M365Config\0.0.1\DscResources\SharePoint\SharePoint.schema.psm1” in the
repository:

cateThumbprint
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' to "$false"

Change this setting from "$true'

e Save the file, go to the Git Source Control section, enter a commit description, commit
the change and sync the repository with Azure DevOps

e Open the Build Pipeline, which should have started

€ Azurs Bevops

.
= Pipeines
& o Recent Al urs

Recently run pipelines

@ sessuscmaion

e Once completed, the Release pipeline should automatically start
e o

MaesContis
o New release pipeline

s o

" New release pipeline >| Release-2

Pipeline  Variables History Q) Refresh 7/ Edit

Release Stages

Continuous deployment Deploy Configuration
y Configu ]

@ System Administrator @ In progress

=]

_M365Config @
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e When the Release pipeline completes, the setting should now have changed in the
SharePoint Admin Portal

Deploy Configurations

= B © + New v

Releases Deployments  Analytics

Deploy Configurations
© Deploy Configuratior

Release-9 .
10/24/2022, 11:49:11 AM © Deploy C.

a 20221024 ¥ master

e Go to the SharePoint Admin Portal and verify if that is actually the case

Access control Apps that don't use modern authentication

.......

5.3.4 Create a scheduled Compliancy Test Release pipeline

The solution uses a scheduled pipeline to periodically check if the environments are still in
the desired state and sends a notification of the results to either an email address or a Teams
channel. In this step we are going to configure this test pipeline:

e First decide if you want to send a message to a Teams channel or an e-mail message:

o Teams: Make sure you set up a webhook on the Teams channel you want to
use. To learn how to do this, check-out this article:
https://learn.microsoft.com/en-us/microsoftteams/platform/webhooks-and-
connectors/how-to/add-incoming-webhook#create-an-incoming-webhook

o E-mail: Make sure you have an App Registration® with App Secret configured
in Azure Active Directory, which has the “Graph > Mail.Send” permissions
granted:
https://learn.microsoft.com/en-us/graph/auth-register-app-v2
https://learn.microsoft.com/en-us/graph/auth-v2-service#2-configure-
permissions-for-microsoft-graph

e Update the values in the "checkdsccompliancy.ps1” script with the correct values:
o When using Teams, set the useTeams variable to $true and update the
“teamsWebhook" variable with the URL created when configuring the
webhook on the Teams channel

¢ Use App Registration nr 3. See paragraph 2.3 for more information.
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o When using E-mail, set the useMail variable to $true and update the following
variables:
e mailAppld: The Application ID of the App Registration
e mailAppSecret: The generated secret of the App Registration
e mailTenantld: The Tenant ID of the App Registration
e mailFrom: The user principal name of a user in the tenant
e mailTo: The mail address of the user the mail should be sent to.

$workingDirectory = $PSScriptRoot

$encounteredError

$useMail =

$mailAppId = '<APPID>
$mailAppSecret = '<SECRET>'
$mailTenantId = '<TENANTID>'
$mailFrom = '<FROM>'

$mailTo = "<TO>"

$useTeams =
$teamsWebhook = '<WEBHOOK>'

Now configure the Test release pipeline:
e Go to the Azure DevOps Portal
e Click "Pipelines”, click "Releases" and then click "New > New release pipeline"

G Azure DevOps M365Automation Pipelines Releases
"N M365Automation I Search all pipelines
ﬁ Boards Deploy | +  New release pipeline |
© Prodt 3 |mport release pipeline
Repos
f Pipelines
N .
il Pipelines
£ Environments
| ﬁ Releases
Y Library

]

Task arnuns
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e Select "Empty job"

) Azure Devoy

B vasscontig t T New release pipeline
=

B sor

B = Artifacts | + Add Stages | -+ Add
WP Fioeiines

% | Stage1

Select a template
'

Featured

@ Azure App Service deployment

. Deploy a Nodejs app to Azure App Service

Deploy a PHP app to Azure App Service and
Azure Database for MySQL

e Give the Stage a name and close the pane

Stage
ages | + Add ~ Test Compliancy
B Properties ~
Name and owners of the stage
_—
Stage name

Test Compliancy

Stage owner

%  Test Compliancy
8 | 1job,0task

EE———

e C(Click "Add an artifact"

Artifacts | + Add

Stages | + Add

@] Delete ¢ Move V

e %

Schedule
@ not set
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e Under "Source" select the build pipeline

Add an artifact

Source type

5 more artifact types v
Project* (D
M365Config

Source (build pipeline) *

+ Build Azure

®

' M365Config

Add

e After selecting the Source, more options will appear. Leave them as default and click

"Add".

Add an artifact

Source type

5 more artifact types

Project * ®
M365Config

Source (build pipeline) *

+ Build Azure

®

M365Config|

Default version* ()

Sourcealias* (D

_M365Config

(D) The artifacts published by each version will be available for deployment in release pipelines. The
latest successful build of M365Config published the following artifacts: M365ConfigMOFFile.
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e Configure the Release pipeline triggers by clicking the “Schedule not set” below
Artifacts

Artifacts | + Add Stages | + Add v

& &
_M365Automatio %  Test Compliancy Q
n jo 1 job, 0 task

®© Schedule
not set

e Enable the schedule by moving the slider to “Enabled” and configure the schedule
shown below (or your own schedule). When done, close the window by clicking the

“x" in the upper right corner

Scheduled release trigger

Define schedules to trigger releases

Create a new release at the specified times

<O Mon through Sun A

Mon Tue Wed Thu Fri Sat Sun

00h v 00m v (UTC) Coordinated Universal Time v

(] Only schedule releases if the source or pipeline has changed

O Mon through Sun at 6:00 A

Mon Tue Wed Thu Fri Sat sun

06h v 00m v (UTC) Coordinated Universal Time v

() Only schedule releases if the source or pipeline has changed

<O Mon through Sun at 12:00 A~

Mon Tue Wed Thu Fri Sat Sun

12h v 00m v (UTC) Coordinated Universal Time v

(] only schedule releases if the source or pipeline has changed

<O Mon through Sun at 18:00 A

Mon Tue Wed Thu Fri Sat Sun

18h v 00m (UTC) Coordinated Universal Time N

() Only schedule releases if the source or pipeline has changed

-+ Add a new time
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e Edit the pipeline name by clicking the “New release pipeline” in the top of the screen
and entering “Test DSC Compliancy”

All pipelines > % New release pipeline ¢

New name:

All pipelines > % Test DSC Compliancy{

e Select "Tasks > <Stage name>"

All pipelines > % Test DSC Compliancy
Pipeline Variables  Retention  Options  History

Test Comg Test Compliancy o

Deployment pr

e Select the task "Agent job" in the left part of the pane and change the "Agent pool" to
"Microsoft365DSC". Leave the rest as default.

Ll Display name *

Agent job
Agent selection A

Agentpool (D) | Pool information

Microsoft36505C O
—)

Demands

e Click the "+" next to "Agent Job"

Pipeline  Tasks v Variables  Retention  Options  History

n Overview
Deploy Configuration
% Boards Depicyment proces
hehos Agent job
@ Pipelines ekt s Seck & Acers b

e Search for "Azure PowerShell", select "Azure PowerShell" and click “Add"

‘ Azure PowerSheHl X ‘

Add tasks O Refresh

Azure PowerShell

Run a PowerShell script within an Azure environment
i & Azure CLI

Run Azure ClI commands against an Azure

viherrintinn in a DewarChall ©Ara/Chall crrint whoan
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e Select the "Azure PowerShell" task

Agent job +

£ Runonagent

A Azure PowerShell script: FilePath ®
( Some settings need attention =

e In the configuration window for the Azure PowerShell task, configure the following
settings:
o Azure Subscription: “KeyVaultConnection” or whatever name you gave the
service connection
o Select "Script File Path" as "Type" and browse to the “checkdsccompliancy.ps1”
file by clicking the “..." button
o Select "Stop” as ErrorActionPreference and check the “Fail on Standard Error”

checkbox
o Ensure ‘Latest installed version’ is selected under Azure PowerShell Version
Azure PowerShell ® [f] View YAML il Remove
Task version 5* ~

Display name *
Azure PowerShell script: FilePath

Azure Subscription * © | Manage &2

KeyVaultConnection v O

Script Type (D

(a ¢ e o <
@) Script File Path Inline Script

Script Path  (®

$(System. DefaultWorkingDirectory)/_M365Automation/MQFFiles/checkdsccompliancy.ps1

Script Arguments (D)

ErrorActionPreference (1)

Stop e

Fail on Standard Error (D

Azure PowerShell version options ~
Azure PowerShell Version  (3)

@ atact Inet ad vercinn Snecifv other relon
(@) Latest installed versio Specify other versio

o Open the “Advanced” section and make sure the Working Directory is matching the
path of the previous step.

Advanced ~

() use PowerShell Core (D

Working Directory ()

|$(Svstem.DefauItWorkinqDire(torv)/7M36SAutomationVMOFFi\es |
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e Click "Save". Use "\" as the folder and add a comment if you prefer. Click "OK"

X

Save
Folder *
L1 ~

Comment

“ caHCE|

e Click "Create release" to test the created Release pipeline, which will run a DSC
Compliancy check. Leave options as default and click “Create”.

& Create release | =

e When done and all is configured correctly, you will receive a notification either via
Teams or via E-mail.
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6 Troubleshooting

6.1 Error: Service connection could not be found
When running a Release pipeline, you might run into the following error:

There was a resource authorization isswe: “The ppeline is ot valid. Job CompieConfiguration: Step AzurePowerShell input ConnectedServiceNameARM references service connection KeyNautConnection which could
& . Authorize resources
NOE B found, The SANVCe CONNCTION GOES NOL AXIST OF has A0t BIN Juthaored for s, FOr SUTNOMZATIoN cetads, refer 10 hitps//aka ma/yaemiauths

If this is the case, please check with which name you have created the service connection in
paragraph 4.5.4 and the used "Azure Subscription” property selected while creating the
Release pipelines in paragraphs 5.3.2 and 5.3.4.

6.2 Error: Release pipeline throws an error about the PSGallery not found

When you run a Release pipeline and are receiving an error about the PSGallery not being
found, please log onto the VM with the account of the DevOps agent. That will run the Out-
of-the-Box Experience wizard and configure the PSGallery for you.
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7 Security Enhancements
7.1 Using Azure Conditional Access to secure service account

Azure Conditional Access’ can be used to prevent the created service account login into
Microsoft 365, except when coming from a specified location / IP address. This section
describes the steps to implement this restriction.

Requirements:
e All VMs have a fixed IP address configured
o List of the IP addresses of all the VMs
¢ Name of DSC service account created in paragraph 3.1, e.g., "DscConfigAdmin”

e Open the Azure Portal (https://portal.azure.com)

e Go to Azure Active Directory

'Y
7

Azure Active
Directory

e Under "“Manage”, click “Enterprise applications”
Manage

aa Users

2 Groups

B3 External Identities

ais Roles and administrators

8 Administrative units

i Enterprise applications

LW Devices

e Under “Security”, click “Conditional Access”

Security

%= Conditional Access

@ Consent and permissions

e First, we are going to create a Named Location

e Under "Manage”, click “Named locations”

Manage

|’ > Named locations

i] Custom controls (Preview)

Terms of use

7 Azure AD Premium P1 license required
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e Click “New location”

—+ New location

e Enter the required information:
o Name: "Azure Self Hosted VMs" (or any other name you want to use)
o Define the location using: “IP Ranges”
o IP ranges: The public IP address of the VM in the “123.123.123.123/32" format

Home » Contoso > Enterprise applications > Conditional Access »

New named location
T Upload + Download

Name *
[ Azure Self Hosted VMs

Define the location using:
®) IP ranges
Countries/Regions

Mark as trusted location @

IP ranges

| [123.123.123.123/37

e Click “Create” to create the Named location

e Next, select "Policies” and click “New policy”

Home > Contoso > Enterprise applications >

= Conditional Access | Policies

T Azure Active Di rectory
« ~+ New policy Q Whatlf () Refresh Q Got feedback?
o New Conditional Access policies now apply to all client app types when n

@ Insights and reporting

Leecy

Diagnose and solve problems
X 9 P Policy Name
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e Create a new policy, using the following settings:
o Name: "Conditional Access for DSC Service Account” (or the name you would
like to use)
o Users and groups > Include

= Select "Select users and groups”
» Check "Users and groups”
= Search and select the DSC Service Account

Home > Conditional Access >

New

Conditional access policy

Control user access based on conditional
access policy to bring signals together, to
make decisions, and enforce organizational

Control user access based on users and groups
assignment for all users, specific groups of
users, directory roles, or external guest users

policies. Learn more Learn more

Include | Exclude

Name *

Conditional Access for DSC Service Acco...~ ] O None

O All users

I@ Select users and groups

Assignments

Users and groups ® S

Specific users included [ ] All quest and external users @

Cloud apps or actions (O D Directory roles ©

Users and groups

No cloud apps or actions selected

Conditions @ N
0 conditions selected Select 5
1 user
Access controls . DSC Service Account .
Grant (D N dsc@M365x812127.onmicros...
0 controls selected
Session
>

0 controls selected

e Cloud apps or actions: Select "All cloud apps”
Home > Conditional Access >

New

Conditional access policy

Control user access based on conditional
access policy to bring signals together, to
make decisions, and enforce organizational
policies. Learn more

Control user access based on all or specific
cloud apps or actions. Learn more
Select what this policy applies to

E: (@I ETlly User actions :_\
Name *

Conditional Access for DSC Service Acco...v l Include  Exclude

Assignments O None

Users and groups @ 3 | @ All cloud apps |

Specific users included O Select apps

Cloud apps or actions (O 5
All cloud apps
A\ Don't lock yourself out! This policy
Conditions @ impacts the Azure portal. Before you
> continue, ensure that you or someone
0 conditions selected else will be able to get back into the
portal.

Disregard this warning if you are
configuring persistent browser session
policy that works correctly only if "All
Grant @ cloud apps” are selected.

Access controls

= Microsoft
Page 75



Managing Microsoft 365 in true DevOps style with Microsoft365DSC and Azure DevOps

e Conditions > Locations

o Include: "Any location”

o Exclude: Select “Selected locations” and select the newly created Named
location "Azure Self Hosted VMs”

Select X
Location type - All types Trusted type Al types

Location type Trusted

1P range
ot configured
B Acure Self Hosted WM 1P ranges N

Not configured

>
: 1 >
>
Not configured 2
e Access controls > Grant
o Select "Block access”
Home > Conditional Access > Grant N

New
Conditional access polic
poley Control user access enforcement to block or

grant access. Learn more
Control user access based on conditional

access policy to bring signals together, to (®) Block access

make decisions, and enforce organizational
policies. Learn more

. Grant access

Name * D Require multi-factor authentication ©

Conditional Access for DSC Service Acco...v I

D Require device to be marked as
compliant ©
Assignments

D Require Hybrid Azure AD joined
Users and groups @ S device ©

Specific users included

D Require approved client app ©

Cloud apps or actions (O See list of approved client apps

>

All cloud apps D Require app protection policy ©
See list of policy protected client apps
Conditions > polrp e
1 condition selected D Require password change (Preview) ©
Access controls For multiple controls

Grant © > (®) Require all the selected controls
Block access (O Require one of the selected controls
Session O

>

0 controls selected
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e Under "Enable policy”, select “On" to activate the policy and click “Create”

Home > Conditional Access

Control user access based on conditional
access policy to bring signals together, to
make decisions, and enforce organizational
policies. Learn more

Name *

Conditional Access for DSC Service Acco

Assignments

Users and groups N

Specific users included

Cloud apps or actions (O

>
All cloud apps
Conditions

>

1 condition selected

Access controls

Grant >

Block access

Session ©
>

0 controls selected

Enable policy

e The DSC service account can now only be used to authenticate from the Azure
DevOps Self Hosted VMs

= Microsoft
Page 77



Managing Microsoft 365 in true DevOps style with Microsoft365DSC and Azure DevOps

8 Script details

This whitepaper uses some pre-created scripts. You can use these scripts as-is or tailor them
to your own situation. This section describes what each script is for.

You can download the script package at:
https://aka.ms/M365DSCWhitepaper/Scripts

The package contains these files:
File name Description

.gitattributes File used by Git, which specifies how each type of file
should be handled. Usually there is no need to
update this file.

.gitignore File used by Git, which specifies all files and folders
Git must ignore. Usually there is no need to update
this file.

build.ps1 The script that is responsible for configuring the

Microsoft hosted agent, retrieving the service
account password from Azure Key Vault and
compiling the DSC MOF file.
Checkdsccompliancy.ps1 The script that used by the Test DSC Compliancy
pipeline to check all environment on compliance
with the Desired State and send the results via Email
or Teams channel message.

deploy.ps1 The script that is responsible for configuring the self-
hosted agent and deploying the DSC MOF file to the
LCM of the virtual machine.

DscResources.psd1 Data file that specifies the version of
Microsoft365DSC to be used. If you want to use a
different version of Microsoft365DSC, just update
this file.

M365Configuration.ps1 The master DSC configuration file that orchestrates
the various composite resources and passes the
provided credentials/app registration® info to those
resources.

ReadMe.md A project description file in Markdown format. This
will be displayed when opening the repository in
Azure DevOps.

Folder: DataFiles PowerShell data files for each environment that
should be managed. The solution only contains one
file but can be extended when required. See
paragraph 1.2 for more info.

Production.psd1 Data file with all information for the environment
called "Production”.

8 Use App Registration nr 1. See paragraph 2.3 for more information.

= Microsoft

Page 78


https://aka.ms/M365DSCWhitepaper/Scripts

Managing Microsoft 365 in true DevOps style with Microsoft365DSC and Azure DevOps

Folder: M365Config

Composite DSC resource used by the solution

Folder: DscResources
Folder: Exchange
Exchange.psd1

Exchange.schema.psm1

Folder: Office365
Office365.psd1

Resource data file, which specifies the details of the
resource

Composite resource code. This file defines the
desired state for the Exchange resource. Add
Exchange configurations to this file.

Resource data file, which specifies the details of the
resource

Office365.schema.psm1
Folder: PowerPlatform
PowerPlatform.psd1
PowerPlatform.schema.psm1
Folder: SecurityCompliance
SecurityCompliance.psd1

SecurityCompliance.schema.psm1

Folder: Teams
Teams.psd1

Teams.schema.psm1
Folder: SharePoint
SharePoint.psd1

SharePoint.schema.psm1

Composite resource code. This file defines the
desired state for the Office365 resource. Add
Office365 configurations to this file.

Resource data file, which specifies the details of the
resource

Composite resource code. This file defines the
desired state for the Power Platform resource. Add
Power Platform configurations to this file.

Resource data file, which specifies the details of the
resource

Composite resource code. This file defines the
desired state for the SecurityCompliance resource.
Add Security & Compliance configurations to this
file.

Resource data file, which specifies the details of the
resource

Composite resource code. This file defines the
desired state for the Teams resource. Add Teams
configurations to this file.

Resource data file, which specifies the details of the
resource

Composite resource code. This file defines the
desired state for the SharePoint resource. Add
SharePoint configurations to this file.

M365Config.ps1

Module manifest file for the composite resource

Folder: Pipelines

The configuration file for the Azure DevOps Build
Pipeline. This file defines which steps are required to
build the DSC MOF file.

azure-pipeline.yml

The Build pipeline definition used in this solution.
The file defines to first run the Build script and when
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that completes successfully, package the results as
an artifact.

Folder: SupportScripts

Scripts used during configuration of the solution.
Not used during by any of the pipelines.

PopulateKeyVault.ps1 Script used to populate all required items in Azure
Key Vault. It is using the specified data file to
determine what items to create.
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9 Learning materials

9.1 Desired State Configuration

Microsoft Learn: "Getting Started with PowerShell Desired State Configuration”
o https://docs.microsoft.com/en-us/shows/getting-started-with-powershell-dsc/

Microsoft Learn: "Advanced PowerShell Desired State Configuration”

o https://docs.microsoft.com/en-us/shows/advanced-powershell-dsc-and-
custom-resources/

Desired State Configuration Overview for Engineers
o https://learn.microsoft.com/en-us/powershell/dsc/overview/DscForEngineers

Creating configurations

o Configurations: https://learn.microsoft.com/en-
us/powershell/dsc/configurations/configurations

o Write, Compile, and Apply a Configuration: https://learn.microsoft.com/en-
us/powershell/dsc/configurations/write-compile-apply-configuration

o DependsOn: https://learn.microsoft.com/en-
us/powershell/dsc/configurations/resource-depends-on

o DSC Resources: https://learn.microsoft.com/en-
us/powershell/dsc/resources/resources

e Using configuration data in DSC
o https://learn.microsoft.com/en-us/powershell/dsc/configurations/configData

o https://learn.microsoft.com/en-
us/powershell/dsc/configurations/separatingEnvData

e Composite resources

o https://learn.microsoft.com/en-
us/powershell/dsc/resources/authoringresourcecomposite

e Secure the MOF file
o https://learn.microsoft.com/en-us/powershell/dsc/pull-server/secureMOF

o https://learn.microsoft.com/en-
us/powershell/dsc/configurations/configDataCredentials

e Local Configuration Manager

o Configuring: https://learn.microsoft.com/en-us/powershell/dsc/managing-
nodes/metaConfig

o Push/Pull model: https://learn.microsoft.com/en-us/powershell/dsc/pull-
server/enactingConfigurations

e Apply, Get, and Test Configurations on a Node

o https://learn.microsoft.com/en-us/powershell/dsc/managing-nodes/apply-
get-test
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e Debugging DSC

o https://learn.microsoft.com/en-
us/powershell/dsc/troubleshooting/debugResource

9.2 Microsoft365DSC

e Microsoft365dsc.com
o https://microsoft365dsc.com/
e Microsoft365DSC promotion video
o https://aka.ms/m365dscpromo
e GitHub repository
o https://github.com/microsoft/Microsoft365DSC
e What is Configuration-as-Code?
o http://nikcharlebois.com/what-is-configuration-as-code
e Microsoft365DSC YouTube channel
o https://www.youtube.com/channel/UCveScabVT6pxzaYgGRul17iw

93 Git

e Git manual
o https://git-scm.com/book/en/v2

e PluralSight: "How Git Works" (subscription required)
o https://app.pluralsight.com/library/courses/how-git-works/table-of-contents

e PluralSight: "Mastering Git" (subscription required)
o https://app.pluralsight.com/library/courses/mastering-git/table-of-contents
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10 Acronyms

Acronym Meaning

CD/cl Continuous Development / Continuous Integration
DSC Desired State Configuration

LCM Local Configuration Manager

MFA Multi-Factor Authentication

MOF Managed Object Format

VM Virtual Machine

|
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